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Delivering the Decisive Edge On DONRA

The exploding popularity of smartphone technology has greatly outpaced related advancements in
the area of information security. Exacerbating this problem is the fact that few organizations
properly understand the context in which security is (and is not) an applicable concern. As a result,
many users who should be concerned about the security posture of their smartphones are
unknowingly at risk of being compromised. Overall, the confusion surrounding rapid evolution in
any technology arena often results in draconian posturing from the security community until such
time as things become more ‘sorted out’. This document attempts to address the current
confusion surrounding secure adoption of smartphone technology within the Sensitive but
Unclassified (SBU) workspace.

Under the guidance of PM Network Enterprise Services (formerly PM Army Knowledge Online),
analysts working on this problem for the U.S. Army’s GoMobile initiative have identified and defined
the core relevant security issues that facilitated the adoption of the first Army/DoD certified
solution allowing the fielding of both Windows Mobile and iPhone/iPad resources to Army
personnel (with Android phones soon to follow). Using a carefully researched approach, their
implementation of the DONRA model is designed not only to provide immediate availability of
smartphone technology to meet the existing demand for basic functionality, but also to address
longer-term goals involving scalability, interoperability, security, and continued innovation.

The outcome of the GoMobile team’s initial phase of implementation is an unqualified success. The
team provided both Windows Mobile and iPhone/iPad access to the Army’s existing AKO/DKO
eMail and calendar back-end resources in a security-compliant and, more importantly, user-friendly
environment.

The GoMobile project delivered the decisive edge by applying an innovative strategy and solved a
significant problem facing the entire DoD workforce. Embodying an overall strategy for long-term
relevance, performance, affordability, and growth, the GoMobile DONRA solution defines the
framework for keeping today’s increasingly mobile DoD workforce current with the best that 215t
Century technology has to offer.



